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table=0,priority=2010,arp,in_port=1234,\
arp_sha=00:01:02:03:04:05,arp_spa=1.1.1.2\ 
actions=resubmit(,x)

table=0,priority=2000,ip,in_port=1234,\
dl_src=00:01:02:03:04:05,nw_src=1.1.1.2\ 
actions=resubmit(,x)

...

table=0,priority=100 actions=drop













http://openvswitch.org/support/ovscon2014/17/1030-conntrack_nat.pdf


                            TCPv4 Throughput (Mbps)

  1000 +-+---------+*****************-----+----------+-----------+--------+-+
       +      ******          +      ******************************         +
   995 *******                                                             -+
       |                                                                    |
   990 +-+                                                                +-+
   985 +-+                                                                +-+
       |                                                                    |
   980 +-+                                                                +-+
       |                                                                    |
   975 +-+                                                                +-+
       |                                                                    |
   970 +-+                                                                +-+
       |                                                                    |
   965 +-+                                                                +-+
   960 +-+                                                                +-+
       |                                                                    |
   955 +-+                                                                +-+
       +           +          +           +          +           +          +
   950 +-+---------+----------+-----------+----------+-----------+--------+-+
       0          0.2        0.4         0.6        0.8          1         1.2
                       Conntrack table entry size (Million)



                     CPU load average (1 min on 24 CPUs)

  24 +-+---------+-----------+-----------+----------+-----------+---------+-+
     +           +           +           +          +           +           +
  22 +-+                                                                   -+
     |                                                                      |
  20 +-+                                                                  +-+
  18 +-+                                                                  +-+
     |                                                                      |
  16 +-+                                                                  +-+
     |                                                                      |
  14 +-+                                                                  +-+
     |                                                                      |
  12 +-+                                                                  +-+
     |                                                                      |
  10 +-+                                                                  +-+
   8 +-+                                                                  +-+
     |                      ***************************************         |
   6 +-*********************                                              +-+
     **          +           +           +          +           +           +
   4 +-+---------+-----------+-----------+----------+-----------+---------+-+
     0          0.2         0.4         0.6        0.8          1          1.2
                      Conntrack table entry size (Million)



                     Conntrack Memory Consumption (MBytes)

  600 +-+---------+----------+-----------+-----------+----------+---------+-+
      +           +          +           +           +          +           +
      |                                                          **         |
  500 +-+                                                    ****         +-+
      |                                                  ****               |
      |                                              ****                   |
  400 +-+                                         ***                     +-+
      |                                       ****                          |
      |                                   ****                              |
  300 +-+                             ****                                +-+
      |                            ***                                      |
      |                        ****                                         |
  200 +-+                  ****                                           +-+
      |                ****                                                 |
      |             ***                                                     |
  100 +-+       ****                                                      +-+
      |     ****                                                            |
      + ****      +          +           +           +          +           +
    0 **+---------+----------+-----------+-----------+----------+---------+-+
      0          0.2        0.4         0.6         0.8         1          1.2
                       Conntrack table entry size (Million)
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table=c1,priority=110,ip,\
dl_dst=00:01:02:03:04:05\
actions=ct(table=c2)

...

table=c1,priority=100 actions=resubmit(,z)



table=c2,priority=202,ct_state=+est+rpl+trk,\
ip actions=resubmit(,z)

table=c2,priority=200 actions=resubmit(,c3)



table=c3,priority=1000,ct_state=+new+trk,\
tcp,dl_dst=00:01:02:03:04:05,\
nw_src=1.1.2.0/24,tp_dst=443\ 
actions=ct(commit,table=z)

...

table=c3,priority=100 actions=drop



https://blog.digitalocean.com/cloud-firewalls-secure-droplets-by-default/













